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Overview and Key Points

• This briefing focuses on Russian information operations, but other countries 
are engaged in similar activities, as are domestic voices. 

• Information operations exploit weaknesses and vulnerabilities of our own 
making.

• Reform advocates seek improvements. Malicious actors seek to weaken 
democracy. 
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Election Interference

Activities in the 2016 Election: 

• Propaganda

• Voter registration databases

• Hack and leak of emails
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Cyber Threats to the Courts

• Hack and leak sensitive court documents

• Alter data

• Prevent access to information 
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The “Lisa” Case



Twin Falls, Idaho



Twin Falls, Idaho
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Secured Borders (Twin Falls, Idaho)
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Barenaked Islam



The 3 Propaganda Channels
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Narrative Frames

These frames are used to challenge the independence and impartiality of the 

U.S. Justice System

• The justice system tolerates protects, and covers up crimes committed by 

immigrants

• The justice system operationalizes the institutionally racist and corrupt 

police state

• The justice system directly supports and enables corporate corruption

• The justice system is a tool of the political elite
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Attacks on 9th Circuit District Judge
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Kate Steinle
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Playing To Both Sides
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America’s Lawyer (RT Program)

“…to say that the justice system in 
the United States is broken would 
be a gross understatement.  
Corporations and corrupt 
politicians have taken control, 
turning the once impartial 
judiciary into a tool for the elite to 
use for their own gain.”
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America’s Lawyer (RT Program)
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https://mundo.sputniknews.com/caricaturas/201811281083761426-eeuu-acusa-a-medios-rusos-de-decir-verdad/

https://trofire.com/2018/12/04/corporate-war-hawks-push-for-cold-war-with-russia/

https://trofire.com/2018/12/04/corporate-war-hawks-push-for-cold-war-with-russia/



Putin’s View of the American Justice System

“The United States stripped Russia of the 

right to use our property, which is a clear 

violation of Russia’s property rights,” Putin 

told reporters in China. “So, to begin with, I 

will ask our Foreign Ministry to file a lawsuit.  

We will see how effectively the much-lauded 

American judicial system works.”

Joel Gehrke, “Vladimir Putin’s lawsuit threat dismissed by State Department,” 
Washington Examiner, September 5, 2017
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FBI Warns of Continued Russian Interference 

“What has pretty much continued unabated is the use of social media, fake news, 

propaganda, false personas, etc. to spin us up, pit us against each other, to sow 

divisiveness and discord, to undermine America’s faith in democracy…That is not just 

an election-cycle threat. It is pretty much a 365-day-a-year threat.”

FBI Director Christopher Wray, F.B.I. Warns of Russian Interference in 2020 Race and Boosts Counterintelligence Operations -

The New York Times
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DDI Reports
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DDI Lines of Effort

• Continued research and awareness raising

• Cybersecurity and disinformation training for judges and courts

• Rapid Response & Education Network 

• The promotion of civics as a national security imperative 
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Brunswick Playbook Overview

Playbook priorities 

include:
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1 Steps that courts should take to 

build resilience before an event

2

.

2 Identifying the right team and 

response plan

3 Creating response options and 

messaging based on best practices



Key Takeaways During Brunswick Playbook Discussions:
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• It is critical to train for and test responses ahead of time in order to lead confidently 
through an incident

• Robust civic education can help equip citizens to withstand disinformation narratives 
• When responding to disinformation, lead with facts and avoid repeating the 

disinformation in your communications
• Establish relationships with key stakeholders (media, local advocacy groups, etc.) 

ahead of time to ensure they have a baseline understanding of how your court works 
and what it values.

• Speak plainly when communicating with the public and media. Avoid legal jargon.



Chief Justice’s 2019 Year-End Report

“…we have come to take democracy for granted, and civic 

education has fallen by the wayside. In our age, when social 

media can instantly spread rumor and false information on a 

grand scale, the public’s need to understand our government, and 

the protections it provides, is ever more vital. The judiciary has an 

important role to play in civic education.”
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DEFEND DEMOCRACY: 
CHANGE YOUR PASSWORD
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For more information, please visit: 

www.csis.org

In the search bar, filter by ‘program’ and look up 
‘Defending Democratic Institutions’ 
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Q: “Which of the following statements comes 
closest to your understanding about this issue?”

42%

16%

27%

15%

A major threat to all of 
our country’s institutions 

A major threat, but only 
to elections

Not a major threat/
media hype

Not sure

For those with a 
college degree, 
and those over 
age 50, this 
number rises 
to 48%
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Q: “If you were looking for more information on the state courts, 
how likely would you be to turn to each of the following?”

State court website

Newspapers (inc. websites)

Family or friends

Local elected officials

Church or community group

Court’s social media feed

Overall Under Age 40

Personal social media feed

Percent saying probably or definitely.

68% 75%

65% 68%

63% 65%

52% 61%

43% 48%

38% 56%

34% 58%
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Social media usage varies by 
platform—and by other 

demographic characteristics.
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Q: “How often do you use each of the following social media platforms?”

Percentage saying they use this social media platform daily or weekly.
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Skepticism about 
the justice system is high.
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“That’s the thing, it’s not about finding the truth, 
it’s about winning. That’s what they care about 
above all else.”

— Focus Group Participant 
(white male, non-college educated)

“As I said before, they stopped me for no reason. I 
wasn’t even doing anything. You don’t have to be a 
criminal to be treated like one.”

— Focus Group Participant 
(AA male, non-college educated)
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Disinformation typically 
looks credible and legitimate.
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“I mean the guy had a thin blue line flag. How could he 
be bad, right? Yeah, so I’m shocked. I shouldn’t be, but…”

— Focus Group Participant 
(white male, some college education)

“I never would have expected to see something like this. 
I’m used to seeing, like you know, the Nigerian princes 
where everything is misspelled or it’s just words where 
they’re a little off…these are really well put together.”

— Focus Group Participant 
(white male, some college education)
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Posts reinforce existing 
ideologies/beliefs and inflame already 

controversial societal issues.
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“If you live here, you know 
it’s true. … This is stuff we 
see on a daily basis, so 
there’s nothing that really 
stands out.”
— Focus Group Participant 
(AA female, high school education)
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Policy solutions appear to 
run counter to strongly-held 

free speech principles.
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Support for regulation stronger 
with those with higher education.
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“The clearly fake accounts, that 
shouldn’t even be a question. That 
should automatically be done, and 
that is something I agree that 
Facebook should be doing.”
— Focus Group Participant 
(white male, college education)
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There is a strong argument in 
favor of deleting posts from 

inauthentic accounts.
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Q: “While free speech is important, foreign governments and Internet 
trolls do not have the same free speech rights as U.S. citizens.”

Percentage choosing the statement above, rather than a free speech argument.
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Appeals to fight disinformation 
should focus on shared values.
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Q: “Please indicate how convincing you find each statement.”

More unites us than divides us74%

Civics education to remind us of shared values73%

U.S. justice system is envy of the world64%

Percentage saying somewhat or very convincing.
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